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• Low risk – High profit 

 

 

 

 

 

 

 

 

 

• High exposure of the EU 

Trigger for the Centre 

Europol Public Information 
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EC3 Implementation Schedule / Mandate 

2011 / 2012  

RAND Corporation Europe: Feasibility 
Study for a EU CyberCrime Centre 
 
28 March 2012  
Communication of the Commission on the 
establishment of a EU CyberCrime Centre 
at Europol 
 
08 June 2012   
European Council of Ministers 
endorsement 
 
01 July 2012      
The EC3 Implementation Team starts its 
activities. 
 
01 January 2013   
Go live date of the EC3 

  

CYBERCRIMES 

  

•Committed by Organised Groups, 
particularly those generating large 
criminal profits such as online fraud; 

 

•Which cause serious harm to their 
victims, such as online child sexual 
exploitation; and 

 

•Affecting critical infrastructure and 
information systems in the Union 
(including CyberAttacks). 

 

Europol Public Information 
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Operations / (Cyber)Crisis 

Europol Public Information 

 

 

 

 

 

 

 

Legal Framework / Priorities 

 

 

 

 

 

 

 

Legal Framework / Priorities 

Mandate 

NIS Directive 

Data Protection 

Regulation 

CyberSecurity  

Strategy 
EMPACT 

Facilities 

 

 

 

 

 

 

Facilities 

 

 

 

 

 

 

Liaison  

Bureaux 
MDCCI 

Ops Rooms 

Cyber Lab 

Ops Center  

24/7 

Resources / Organisation 

 

 

 

 

 

 

Resources / Organisation 

 

 

 

 

 

 

Ops Support 

Joint Investigation 

Team 
Public-Private  

Partnership Agreements 

Strategic / Cooperation 

Training  

Awareness 

 

 

 

 

 

 

 

Products / Services 

 

 

 

 

 

 

 

Products / Services 

Secure Info  

Echange 

EC3 SPACE 

EPE 

Mobile Office 

Forensics 

InfoHub 

Cyber Intelligence 

Computer Forensics 

Network 



LEA / CERT Cooperation 

Europol Public Information 

ENISA/Europol CERT-LEA Events 

• Oct 2011 Addressing NIS aspects of cybercrime 

• Oct 2012 Collaboration in the fight against cybercrime 

• Oct 2013 (Automated) Information Sharing 

 

( ) 
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Legal Basis Legal Basis 

Trust Trust 

Identified Partners Identified Partners 

Mutual Training Mutual Training 

Exchange Capabilities Exchange Capabilities 
Procedures Procedures 

Automation Automation Time Time 

A 



Bruno Halopeau 
EC3 Strategic / Crime Prevention Advisor 

EUROPOL 

Thank You 

bruno.halopeau@europol.europa.eu 

@BrHa11 


